Microsoft NPS Integration Guid

Configuring a Microsoft RADIUS server provides superior authenticati
security: enables group policy enforcement for network segmentation,
and provides record event logs for accounting purposes.

Overview

Configuring a Microsoft RADIUS server provides superior authentication security: enables group
policy enforcement for network segmentation, and provides record event logs for accounting
purposes.

Combining a secure Microsoft RADIUS server with certificate solutions creates a network
environment that is strongly protected, and a straightforward experience for users.

Prerequisites

e Microsoft NPS RADIUS Server

¢ Identity Provider

e Administrator rights to Nile Portal

e Administrator rights to Microsoft NPS

Configuring Nile Authentication Server (RADIUS)

e Log onto Nile Portal: https://ul.nile-global.cloud/
o Navigate to Nile Portal ® Settings button ® Authentication tab

¢ Click on the + (add authentication button) to create a new Microsoft NPS RADIUS
authentication configuration:




Authentication Segments

Authentication + |

e Fill in the Microsoft NPS server information:
o RADIUS server Name (Any name example SE HQ NPS)
Up to three RADIUS IP addresses
RADIUS Authentication Port; default 1812/UDP
RADIUS Shared secret (pre-shared key that need to same NPS client pre-shard key)
Nile Geo scope (Site): Nile supports one RADIUS server per Geo scope.
¢ Click on DISPLAY NAS IP’S to get Nile Service Block NAS IP address that need to be added
as Microsoft NPS client.

o

o

(0]

(0]



Add authentication

Radius (O Nile Guest

HQI SIC

Guest portal URLs

NAS IP's

Geo Scope

192.168.110.6

Guest portal URLs

Mo Guest portal URLs added

¢ Click on Save and verify the server added to the Authentication device list




Configuring NPS Server

e Go to Windows ? Run ? MMC

In the Console, navigate to File ? Add/Remove Snap-in

In the Add/Remove Snap-in window, select Network Policy Serverfrom the “Available snap-
ins” window, and click the Add button

In the Select Computer window, select “Local Computer”

Click the OK button

In the Add/Remove Snap-in window, click the OK button

Add or Remove Snap-ins -

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
' Snap-n Vendor A _| Console Root Edit Extensions... J
B.' Local Backup Microsoft Cor... e NPS (Local) b

& ocal Users and Gro... Microsoft Cor...

#-| NAP Client Configur... Microsoft Cor...

e Network Policy Server  Microsoft Cor...

(S performance Monitor ~ Microsoft Cor... %
.| Resultant Set of Policy Microsoft Cor...

5 Routing and Remote... Microsoft Cor...

fg, Security Configurati... Microsoft Cor...

:»'_';, Security Templates Microsoft Cor...

4 Services Microsoft Cor... |
2| Shared Folders Microsoft Cor...
(-) Task Scheduler Microsoft Cor...
%Telephony Microsoft Cor...
| & TPM Management Microsoft Cor... "~ | Advanced...
Description:

Configures and manages Network Policy Server settings

| o || cmed |

¢ In the Console, navigate to NPS (Local) side menu

¢ In the “Standard Configuration” panel, select “RADIUS server for 802.1x Wireless or Wired
Connections” from the pull-down list

e Click on “+ Configure 8201.X" link: this launches the 802.1x configuration wizard.



@ Network Policy Server o

File Action View Help

= Hm

HADIUS Clients and Servers|

5 RADIUS Clients ing Started
& & Remote RADIUS Server g MNetwaork Poliey Server (NPS) alows you to create and enforce onganization wide netwerk access policies for connection request authentication, and connection request authorization.
w =] Policies
] Connection Request Pg
=7 Network Policies

5 Accounting Standard Configuration -
v il Templates Management . .

] Shared secrets Sefect a configuration scenanio from the kst and then click the link belfow to open the scenario wizard

5 RADIUS Clients

5 Remote RADIUS Servers|| | RADIUS server for 302.1X Wireless or Wired Connections .

=] 1P Filters

RADIUS server for 802 1X Wireless or Wired Connections
When you configure NP5 as a RADILIS serverfor 802.1X connections. you create network policies that allow NP'S to authenticate and authonze connections from wireless access points and authenticating switches (also caled RADIUS chents)

- 8 L

Advanced Configuration

Sedect an tem below to configure NPS as a RADIUS server or RADIUS prosxy

Configure RADIUS server

MDE i ek =+ DANM IC e s maresncbine oo b looalhs s odmmine = #hnobinsine ~nd = Shadatinn

T cefiomsees MIDE 22 2 BAPHIIE rmamer sam s voms v e $ha Sllsnien e

e Select Secure Wireless Connections radio button
e Add “Nile” to the beginning of the name
e Click the Next button



Configure 802.1X

: l Select 802.1X Connections Type

BB access points on your network, NPS can authenticate and authorize
r:arlnal:hﬂrl TEI:II.IE!FH ma-de by wircless chents connecting through the access points.

() Secure Wired (Ethemet) Connections

When you deploy B02.1X authenticating switches on your network, NP5 can autherticate and authorize
connection requests made by Ethemet clients connecting through the switches.

Name
This default text is used as pant of the name for each of the policies created with this wizard. You can use the
defauk text or modify it

Mie Fecure Wirsless Connections

Previous E Finish Cancel

e Click the Add... button to add Nile RADIUS client



Configure 802.1X h 4

Specify 802.1X Switches
* Please specify B02.1X switches orWireless Access Points (RADIUS Clients)

RADIUS clienis are network access servers, such as authenticating swatches and wareless access pant.
RADIUS chents are not client compulers

To specify a RADIUS client, click Add.

RADIUS clients:
Edi...
Remave
Previous Mext Finish Cancel
e Use “Nile NSB” as the Friendly name
e Fill in “Address (IP or DNS)” with the NAS IP address provided by the Nile Portal
¢ Click the Manual radio button
e Enter the secret that matches the one in the Nile Portal Authentication settings.
e Click on OK button



Mew RADIUS Client b

Settings

Select an exasting template:

| Nile NSB

Address (IF or DNS)
152.168.110.6

Shared Secret
Selact an exssting Shared Secrets template:

None "

To manually type a shared secret, click Manual. To automatically generate a shared

secret, click Generate. You must configure the RADIUS client with the same shared
secret antered here . Shared secrets are case-sensitive.

Confim shared secret:

Ill"l'lll-l"l'l

¢ This policy example allows only domain users;, to add these three conditions
click the Next button



Configure 802.1X

Specify 802.1X Switches

* Please specify B02.1X switches or Wireless Access Paints (RADIUS Clients)

RADIUS clients are network access servers, such as authenticating swatches and wareless access point.
RADILS chents are not client computers.

To specify a RADIUS client, click Add.

RADIUS clients:
Mile N5B Add
Remove

— - o

e Select Authentication Type — Microsoft: Protected EAP (PEAP) and click on Next



Configure B02.1X

! Configure an Authentication Method

Select the EAP type for this policy .

ype (based on method of access and network configuration):

t: Protected EAP (FEAF) Corfigure...

Previous Finish Cancel

¢ Windows Groups — select user groups for the policy. In our example, we will select “Domain
Users” groups. Then click on Next.



Configure 802.1X 4

Specify User Groups
* Users that are members of the selected group or groups will be allowed or denied access

based on the network policy Access Permission setting.

To select User Groupa, dick Add. f no groups are selected, this policy applies to all users.

roups Add...

SELABR \Damain Lsers Remoye

| Previous Finish Cancel

e For traffic controls, just click on the Next button to use default configurations.



Configure 802.1X X

Configure Traffic Controls
* Use virtual LANs (VLANs) and access control lists (ACLs)to control netwaork traffic.

F your RADIUS dlients (authenticating switches or wirsless access points) support the assignment of traffic
controls using RADIUS tunnel attributes. you can configure these attributes here. If you configure these attributes,
NP5 ingtructs RADIUS clients to apply these seftinga for connection requests that are authenticated and
authonzed.

¥ you do not use traffic controls or you want to configure them later, click Next.

Traffic control configuration
To configure traffic control attibutes, click Configune.

Configure ..

¢ Click on the Finish button to apply the setting.



Configure 802.1X

Completing New IEEE 802.1X Secure Wired and
' Wireless Connections and RADIUS dients

You have successfully created the following policies and corfigured the following RADIUS chents.

* Ta view the corfiguration details in your default browser, click Configuration Details.
* To change the configuration. click Previous
* To save the configuration and close this wizard, dick Frish.

RADIUS clients-:
Mile M5B (132.168.110.6)

Connection Request Policy:
Nile Secure Wirslesa Connections

MNetwork Policies-
Nile Secure Wireless Connections

Lonfiguration Lietails

Previous Mext Cancel

Note: This is just an example. You can modify the policy to meet your requirements.

For Machine Authentication or user authentication using a certificate, please select “Microsoft:
Smart Card or other certificates.”

¢ In the left-hand menu, under “Policies” select “Connection Request Policies”
¢ Click the entry “Nile Secure Wireless Connections”.



Q MNPS (Local)
~ || RADIUS Clients and Servers
g RADIUS Clients

i'-j Remote RADIUS Server Groups

w =] Policies
Network Policies

B Accounting
~ Ml Templates Management
'___f Shared Secrets
& RADIUS Clients
5 Remote RADIUS Servers
=] 1P Filters

e |n the left-

@ NPS (Local)
~ (] RADIUS Clients and Servers

| RADIUS Clients

i Remote RADIUS Server Groups
v [ Policies

| _Connection Reguest Policies
& RCCounting

~ Ml Templates Management
5] Shared Secrets
5 RADIUS Clients
T Remote RADIUS Servers
L] 1P Fitters

e Verify the

Connection Request Policies

 Connection request policies allow you to designate whether connection requests are processed locally or forwarded to remate RADIUS servers.

Palicy Name
I Nile Secure W

Condtions - F the following conditions are met :

Condttion Value

hand menu, under “Policies”, select “Network Policies”.

Network Policies

1 Metwork policies allow you to designate who is authorized to connect to the network and the crcumstances under which they can or cannot connect.

Status

Enabled
Enabled

Deny Access Unspecfied
Deny Access  Unspecfied

access servers

Conditions - ¥ the folowing conditions are met;

Condition Value
NAS Port Type  Wireless - Other OR Wireless - IEEE 802.11
Windows Groups  SELAB\Domain Users

information as shown.

RADIUS Service Monitoring and Troubleshooting

¢ Nile supports RADIUS transaction monitoring for service availability, For monitoring, Nile will
send an authentication request with a dummy user account “user name nile-network-test”,
RADIUS will respond with a rejection which confirms RADIUS service is available.

e An admini

strator has the option to use an active directory user for monitoring or can run a

one-time verification for troubleshooting only, Nile supports MS-CHAPv2 for RADIUS
monitoring and requires an NPS policy for verification.

Example:
CHAP for

to allow Nile account verification, we need to have an NPS policy that allows MS-
local NPS (127.0.0.1)

e Create a new connection request policy name Nile_Host_Verifcation



€ NPS (Local)
~ [ RADIUS Clients and Servers

5 RADIUS Clients

i3 Remocte RADIUS Server Groups
[=] Policies

B Accounting
» W Templates Management

Connection Request Policies

— ¢ Connecion request policies allow you to designate whether connection requests are processed locally or forwarded to remote RADIUS servers,

—

Policy Mame

Caondtions - ¥ the folowing conditions are met:

Condition Value
NAS IPv4 Address  127.0.0.1

Settings - Then the following settings are applied:

ue
Provider  Local Computer
emde Authentication Enabled

! Method  Unencrypted authentication (PAP, SPAP) OR Encryption authentication (CHAP) OR MS-CHAP v1 OR MS-CHAP w2 OR Alow Unauthenticated Acc




Mile_Host_verification Properties

if enabled, MPS evaluates this policy whie processing connection requests. i disabled, NP5 does not evalue this policy.
[«] Palicy enabled

MNetwark connection method

Select the type of network access server that sends the connection request to NFS. You can select either the network access server
type or Vendor specific, but nefther is requined. ¥ your network access server is an 802.1X authenticating switch or wirsless access point.
select Unspecified.

(®) Type of network access server:

Unspecfied v
() Viendar speciic:

10 =]




Nile_Host_verification Properties
Overview Condiions  Settings
Configure the conditions for this network policy.

i condiions match the connection request, NP5 uses this policy to authorize the connection request. f conditions do not match the
connection request, MPS skips this policy and evaluates other policies, if additional policies are configured.

Candition Value

MAS |Pv4 Address

Condition description:
The NAS IF Address condition specifies a character string that is the IP address of the NAS. You can use pattermn matching syntax to specify IF
networks,

[ ok ]| Cancel Apply




Mile_Host_verification Properties

Overview Condlions Settings

Configure the seltings for this network policy.

Iif conditions and constraints match the connection request and the policy grants access, seftings are applied.

Seffings:

Required Authenbcation
Methods

_:_ .-"-.|.|t|'u:r'||i-: shcr "-'1 E:|_"||:||:|_:.

Forwarding L onnechon
Equl:at

=p Authentication

& Accounting
Specify a Realm Hame
o] Attribute

RADIUS Attributes
€ Standaid

F Wendor Specific

| Ovemide network policy authentication settings

These authentication settings are used rather than the constraints and authentication
settings in network policy.

EAP types are negotiated befween NPS and the client in the onder in which they
are isted.

EAP Types:

Move Lp

Move Down

Less gecure suthentication methods:

Microsoft Encrypted Authentication version 2 (MS-CHAP«2)
[ ] User can change passwond Ster t has expired

£ Microsoft Encrypted Authentication (MS-CHAP)

[] User can change password sfter it has expired
[ Encrypted authentication (CHAP)
] Unencrypted authentication (FAP, SPAP)
[] Allow clients to comnect without negotiating an authentication method .

[ ok | cancel Aoply

e Create a new Network policy name Nile_Host_Verifcation



a NP5 (Local) Network Pol
~ [ RADIUS Clients and Servers
5 RADIUS Clients — * Network policies allow you to designate who is authorized to connect to the network and the crcumstances under which they can or cannot connect.
i3 Remote RADIUS Server Groups
v [=] Policies
[ Connection Request Policies

i

Status  Processing Order  Access Type  Source

i Network Policies Enabled 1 Grant Access  Unspecified

B Accounting Enabled 2 Grant Access  Unspecified

» Wy Templates Management Enabled 3 Grant Access  Unspecfied
4 Connections o Microsoft Routing and Remote Access server Enabled 4 Deny Access  Unspecfied

§ Connections to other access servers Enabled 5 Deny Access  Unspecified

Condtions - ¥ the folowing condition met:

Condiion Value
NAS IPv4 Address  127.0.0.1

Settings - Then the following settings are applied:

Setting Value

Authentication Method Encryption authentication {CHAP) OR MS-CHAP v1 OR MS-CHAP v1 [User can change password after it has expired) OR MS-CHAP v2 OR M5-CH
Access Pemission Grant Access

Framed-Protocal PPP

Service-Type Framed

Ignore User Dial-in Properties  False




Mile_Host_Verification Properties

Owverview | Condtions Constraints Seftings

Policy name: |
Policy State
i enabled, NPS evaluates this policy whie pefomning authorization. ¥ disabled, NPS does not evaluate this policy.
[ Policy enabied
Access Permission

If conditions and constraints of the netwark policy match the connection request, the policy can either grant access or deny
access. What is sccess permission?

(@) Grant acoess. Grant accesa f the connection request matches this policy.
() Deny access. Deny access # the connection request matches this policy.

[[] \anore user account dialn properties.

i the connection request maiches the condiions and congiraints of this network policy and the polcy grants access, perform
authorization with metwork policy only; do not evaluate the dialin properties of user accounts .

Metwork connection method

Sedect the type of network acoess server that sends the connection reguest to NPS. You can select ether the network access server ype
or Vendor specific, but neither is required. f your network access serveris an 802, 1X authenticating switch or wireless access point,
select Unspecified.

() Type of network access server:

Unspeciied v
(O Vendor speciic:

10 E

[ ok ]| canedl || ook



Mile_Host_Verification Properties

Owerview Condlions Constraints  Seftings
Corfigure the conditions for this netwark policy.

K condtions match the connection request, NPS uses this policy to autharize the connection request. f conditions do not match the
connection request, NPS skips this policy and evauates other policies, if additional policies are corfigured,

Condition Value
BE. NAS IPvd Address 127.0.01
Condition description:

The NAS IP Address condition specifies 8 character string that is the |P address of the NAS. You can use pattem matching syntax to specify 1P
metworke.

[ ok ]| cace || Aoy




Mile_Host_Verification Properties

Overview Condtions Consiraints  Settings

Configure the constraints for this network policy .
if all constraints are not matched by the connection request, network access is denied.

Constraints:

Constiainls

= Suthenhcahon Mathods
& Ide Timeout
iy, Session Timeout

Called Station |D

5 Day and time resirichions
" MAS Part Type

Allow access only to those clients that authenticate with the specified methods.

EAF types are negotiated batwaen NP5 and the client in the onder in which they are
ligted.

EAP Types:

Move Lip

Mawe Daowni

Add. . Edit.. Remaove

Less secure authentication methods:
[ Microsoft Encrypted Authentication version 2 (MS-CHAP-v2)
[#] User can change passwond after & has expired
[ Microsoft Encrypted futhertication (MS-CHAP)
[#] User can change password after & has expired
[#] Encrypted authertication (CHAP)
] Unencrypted authertication (PAP, SPAP)
[] Mlow clierts to connect without negotiating an authertication method

[ ok || cance |




Mile_Host_Verification Properties

Overview Condtions Consiraints

Corfigure the: settings for this network. policy .
i condtions and constraints match the connection request and the policy grants access, seitings are applied

Setfings:

RADIUS Attiilnses

*& Standand

[27 Wendor Specific

R outing and Remole Access

-jtj BAulilink. arvd B andwidii
Alocation Protocal [BAF)

T IP Filters
ﬁ Encryphion
gty IP Settings

Settings

Ta send additional atiributes to RADIS clents, select a RADILUS standard atirbute, and B

then ciick Edit. ¥ you do not configure an attribute, i is not sent to RADIUS clients. See
your RADIUS chert document ation for required atiributes .

Abtributes:
Mame Value

Framed-Protocal FFP
Service-Type Framed

Add.. Edit

Hemove

Cancel Aoply

To verify RADIUS authentication, log onto Nile Portal: https://ul.nile-global.cloud/

Navigate to Nile Portal ® Settings button ® Authentication tab
Click on the blue RADIUS hostname (Example SE HQ NPS)

From RADIUS configuration modification page, click on VERIFY HOSTS button



Modify authentication

Mame*

nE e ] wired MAC Authentication

Staging - 5

Cuest portal URLs

Mo Guest portal URLs added

A new pop-up window opens.



Modify authentication

Mame*
SE HQ NPS

(] wired MAC Authentication

iISELAB.NET

alc fo

Guest portal URLs

Mo Guest portal URL

e User Id: MS Windows AD User account

e Password: User account password

e Save credentials for monitoring (Optional to use the account for Nile availability monitoring) if
the testing account is not saved, Nile will use a dummy account for monitoring.

e Click on the TEST If the transaction fails, the IP address will be shown in red with the
message “Username and password do not match”. The transaction failure will not impact
monitoring or RADIUS functionality, this is only an indication that the RADIUS server failed to
authenticate the user, to help with RADIUS authentication troubleshooting



Modify authentication

Nama®

SE HQ NP5 [J wired MAC Authentication

Staging - 5

Guest portal URLs

Mo Guest portal URLs addec

¢ |If authentication is successful, a green circle with an arrow will display beside RADIUS host
IP.



Modify authentication

Mame*

SE HQ NPS

Wired MAC Authentication

@

Staging - S

Cuest portal URLs

Mo CGuest portal URLs added

¢ You can verify Windows NPS logs for success or failure authentication.



[ Event Viewer (Local)
v [ Custom Views
~ [ Server Roles
W Active Directory Certificate Services
T Active Directory Domain Services
T DHCP Server
W DNS Server

i 0p Senvices
W Web Server (IIS)
W Administrative Events
> [ms Windows Logs
5 [ Applications and Services Logs
% Subscriptions

“F Number of events: 64,626

Level Date and Time
nation 4/2

(@) Information 4/2/2024 5:09:51 AM

(D) Information 4/2/2024 5:08:51 AM
(@) Information 4/2/2024 5:07:51 AM
(@ Information 4/2/2024 5:06:51 AM
(i) Information 4/2/2024 5:05:51 AM
(i) Infermation 4/2/2024 5:04:51 AM
@Inlnrmnrjnn 4/2/2024 5:03:51 AM
(i) Information 4/2/2024 5:02:51 AM
(1) Information 4/2/2024 5:01:51 AM
(1) Information 4/2/2024 5:00:51 AM

Event ID

Source

Microsaft Wind...

Microsoft Wind..,

Microscft Wind...

Microsoft Wind... 6273
Microsoft Wind... 8273
Microsaft Wind... 6273
Microsoft Wind... 6273
Microsoft Wind... 6273
Microsoft Wind... 6273
Microsoft Wind.., 6273

Task Category X

Network Policy 5.
Network Policy 5.
Network Policy 5...
HNetwork Policy 5...
Network Policy ...
Network Palicy S...
Network Policy S...
Network Policy 5...
MNetwork Policy S...

Network Policy 5.

Event 6273, Microsoft Windows security auditing.

General Details

for more i

Contact the Network Policy Server

Security ID:
Account Name:

Account Domain:

Fully Qualified Account Name:

NULL SID

SELAI
SELAI

Client Machine:
Security ID:
Account Name:
Fully Qualified Account Name: -
Called Station |dentifier: =
Calling Station Identifier: =

NULL SID

nile-network-test

E
Ef\nile-network-test

account

& Fillufe logs

NAS:

NAS |Pv4 Address: 127001

MAS IPvE Address: -

NAS Identifier: =

MNAS Port-Type: =

NAS Port: -
Log Name: Security
Source: Microsoft Windows security § Logged:
Event ID; 6273
Level: Information Keywords:
User: N/A Computer:
OpCode: Info

Task Category: Metwork Policy Server

4/2/2024 5:10:51 AM

Audit Failure
SE-AD1.SELAB.NET

More Information: Event Log Online Help

Nile dummy

40

DEGO 4

|

Open Saved Log...

Create Custom View...

Import Custom View...

Filter Current Custom View...
Properties

Find...

Save All Events in Custom View As...
Export Custom View...

Copy Custom View...

Artach Tatk To This Custom View...

Event Properties

Attach Task To This Event...

Copy 3
Save Selected Events...

Refresh

Help 3



E Event Viewer (Local) Network Policy and Access Services Number of events: 64,631 (!) New events available

w -E' Custom Views

¥ Number of events: 64,631

~ [ ServerRoles
'? Active Directory Certificate Services Level Date and Time Source Event ID  Task Category ~
; ;‘::'c": E;:::“”" Domain Services L1 nformation 4/2/2024 5:14:45 AM Microscft Wind... Network Palicy 5.
T DNS Server L_D Information 47272024 5:14:456 AM NP5 4400 None
T Hyper-v l:j)lnlormation 4/2/2024 13:31 AM Microsoft Wind... 6273 Network Policy 5...
P Network Policy and Access Services LPInformatmn 4/2/2024 5:12:51 AM Microsoft Wind... 6273 Metwork Policy S...
I? Remote Desktop Services '{)In{ormaﬁon 47272024 5:11:51 AM Microsoft Wind.., 8273  Metwork Policy 5.
T Web Server (IIS) (i) Information 47272024 5:10:31 AM Microsoft Wind... 6273 MNetwork Policy 5...
W Administrative Events '@Inlnrmatinn 4/2/2024 5:09:51 AM Microsoft Wind... 6273 Metwork Policy 5...
':_ Windows Logs ';!'_)Inlnrmatinn 4/2/2024 5:08:51 AM Microsoft Wind... 6273 Metwork Policy 5...
~ Applications and Services Logs Lj)lnlnrmatinn 4/2/2024 50751 AM Microsoft Wind... 6273 Network Policy 5...
.2 Subscriptions lj} Infermation 4/2/2024 5:08:31 AM Microsoft Wind... 68273 Network Policy 5.
() Informaticn 4/2/2024 5:05:51 AM Microsoft Wind... 6273 MNetwork Policy 5. ¥

Event 6272, Microsoft Windows security auditing.

General Details

MNetwork Policy Server granted access to a user. ~
ISEer:
Secunty ID: SELAB\userl0
Account Name: user10@SELAB.NET
Account Domain: SELAB
Fully Qualified Account Name: SELAB.NET/Users/user1

Client Machine:
Secunty ID: MULL SID
Account Name: =
Fully Qualified Account Name:
Called Station |dentifier;
Calling Station Identifier:

AD User

MAS:
MAS IPvd Address: 127.001
MAS IPvE Address: -
MAS Identifier -
MAS Port-Type: =
NAS Port: Ty - / Success ’
logs
Log Mame: Secunity
Source: Microsoft Windows security Logged: 472/2024 31446 AM
Event ID: 6272 Task Categony: Metwork Policy Server
Level: Information Keywords: Audit Success
User: N/A Computer: SE-AD1.SELAB.NET
OpCode: Info

More Information:  Event Log Online Help

Co

nfiguring Nile Segments and Wireless SSIDs (RADIUS)

Log onto Nile Portal: https://ul.nile-global.cloud/

Navigate to Nile Portal ? Setting button ? Segments tab

Click on ? button; this opens a new Segment configuration panel

In the General info sub-tab, enter a name in the “Name” field.

Navigate to Nile Portal ? Setting button ? Segments tab ? Service area sub-tab
Click the SELECT SERVICE AREAS button

Select (1) all sites, (2) one site, or (3) one zone, using the radio buttons and associated lists
Select the authentication server from the Authentication pull-down list.

Select the DHCP server from the DHCP pull-down list.

Select the subnet(s) from the Subnet pull-down list — you may select one or more
Click the SAVE button.




entication Segments 5 A 13 Global Settings

< | ND_Employee

Authentication

DHCP 192168.112.0/26

Nile DHCP -

Navigate to Nile Portal ? Setting button ? Wireless tab

Click on ? button; this creates a new SSID

Click the Enterprise radio button

Enter the Name for the SSID: this will be what the APs will use as a beacon
Select the security type from the Security pull-down list

Select the segment created earlier. (Example ND_Employee segment)
Verify that you have entered the correct information

hentication Segments Wireless Access [ Adrnins Global Settings

¢| 1-SE-HQ-TLS

ype

(O open () Personal (@) Enterprise () Captive Portal

Mame*

1-SE-HQ-TLS

MND_Employea

e Press the SAVE button

Microsoft NPS Wireless 802.1x Connection Test

e From a Wireless-capable client device, select Nile 802.1x SSID; log in using a domain user
member; and, verify that device connects to the SSID.Note: First-time clients need to accept
the certificate and connect to the network using 802.1x; user needs to click on the Connect
button to continue.



-":';.""-z-h 1-SE-HQ-TLS
Secured

Continue connecting?

If you expect to find 1-SE-HQ-TLS in this
location, go ahead and connect. Otherwse, it

may be a different network with the same
name.

Show certificate details

Connect Cancel

¢ Verify sign-in info and IP address. IP needs to be from segment subnet range; in our example
192.168.112.0/26 for ND_Employee



Network & internet > Wi-Fi > 1-SE-HQ-TLS

E Connect automatically when in range

Metered connection

: , off (@
Some apps 'T'IghT work d 'FfE'E'1_.':, to reduce data usage winen you re connected to this network —
Set a data limit to help control data usage on this network
Random hardware addresses
Help protect your privacy by making it harder for people to track your device location when you connect to
this network. The setting takes effect the next time you connect to this network
IP assignment: Automatic (DHCP) Edit
DMS server assignment: Automatic (DHCP) Edit
1 -SE-HQ-TLS
S51D: 1-5E-HQ-TLS Copy
Protocol: Wi-Fi & (802 11ax)
Security type: WPA2-Enterprise
Manufacturer: Intel Corporation
Description: Intel(R) Wi-Fi & AX200 160MHz
T AN A a 22 200 0 &
Type of sign-in info: Microsoft: Protected EAP (PEAP)

MNetwork band:
MNetwork channel:

Link speed (Receive/Transmit):

5 GHz
128
374/574 (Mbps)

Physical address (MAC):

e L B s e ittt ! ) 2. 4 4511
IPv4 address: 1921681122
TPVd DTG Servers: 0.6.0.9 (Unencrypted)

1.1.1.1 (Unencrypted)

38-FC-98-00-FD-8E

Verify NPS logs:

e Open Event Viewer, and then, under Custom views, select Server Roles ® Network Policy
and Access Services

¢ If needed, filter for events that have Event ID 6273 or 6274. Most authentication failures
produce these events.



i

File Action View Help [8] Event Properties - Event 6272, Microsoft Windows security auditing. x|
o | 2 H S General Details
4! Event Viewer (Local) Metwork Policy and Access Services Number of events: 73,459 (1)
- NEGTAYCT | Network Policy Server granted access to a user. A
. ¥ Number of events: 73,499
T Active Directory Certificate Services Level Date and Time Source Security ID: SELAB\user]
T Activi ) vic T 3 1
I Active Directory Domain Services [ \nformation 12/16/2023 10:08:37 AM Microsoft WSS user
¥ DHCP Server : 121161205 100897 &M o Account Domain: SELAB
rinformation 10/ LU, 08/ ; . |
T DNS Server = ! Fully Qualified Account Name: SELAB\user]
¥ Hyper-V i) Information Microsoft
. f} X - (Client Machine:
7 Network Policy and Access Services| ' Infcm““!cn M!cro:cﬂ Security ID: NULL SID
W Remote Desktop Services ! Im’cma'!c” M!cm;cﬁ Account Mame: =
T Web Server (I5) i) Infermation Microsoft Fully Qualified Account Mame: - +
¥ Administrative Events i) Information 121 3 5 Microsoft Called Station Identifier; 26-15-10-22-81-01:1-5E-HQ-TLS
% Windows Logs i) Information 12/16/2023 10:03:07 AM Microsoft Calling Station Identifier: 38-FC-90-00-F0-5 r
Applications and Services Logs 1 Information 12/16/2023 10:02:07 AM Microsoft INAS: ~
Subscriptions i) Information 12/16/2023 10:01:07 AM Microsoft
i) Information 12/16/2023 10:00:07 AM Microsoft  Log Name: Security
L) Information Microsof§  source: Microsoft Windows security Logged: 12/16/2023 10:08:37 AM
' Im—nmat!cn Mfcm;m Event ID: 6272 Task Category: Network Pelicy Server
B Information Microsoff | ) e Information Kgwords  AuESuccess
i) Information Microsoft .
User: MN/A Computer: SE-AD1.SELAB.NET
Event 6272, Microsoft Windows security auditing OpCode: Info
G B More Information:  Event Log Online Help
eneral  Details
.
Log Mame: Security
Source: Microsoft Windows security Logged: Copy Close
Event ID: 6272 Task Category: — — E—— -
Levek Information Keywords: Audit Success E Help N
User: N/A Computer SE-AD1.SELAB.NET
OpCode Info
More Information: Event Log Online Help bl

Nile Segment mapping with Microsoft NPS Radius Server

Log onto Nile Portal: https://ul.nile-global.cloud/

Navigate to Nile Portal ? Settings button ? Wireless tab

Click on the ? (edit) icon next to the name of the SSID, to edit the wireless SSID
Add an additional segment from the drop-down list.

hentication Segments Wireless i L Admins ( | Settings

NO_Employes

MO_Contractor

You may need to go back at look at the definitions of the segments in your list. In this example
(Nile Portal ® Settings button ? Segments tab ? edit ssid “ND_Employee” ® Service area
subtab),

“segment ND_Employee” is configured with Microsoft NPS as an authentication server and IP
address Subnet 192.168.112.0/26:



Subnet

and

(Nile Portal ® Settings button ® Segments tab ® edit ssid “ND_Contractor” ® Service area
subtab)

segment “ND_Contractor” is configured with Microsoft NPS as an authentication server and IP
address Subnet 192.168.116.0/26:

egments

ND_Contractor

Subnet

192168.116.0/26

¢ In the Console, navigate to NPS (Local) ® Policies ® Select your Policy”
¢ Click on the Edit button.
e Select Setting ® Standard
e click on the Add button.
O o e s, |

3 RADIUS Clients Network policies allow you to designate who is authorized to connzct fo the network and the ercumstances under which they can or cannot connect
‘= RADIUS Server Groups Nile Secure Wireless Connections Properties *
Policies !
‘Gnnection Request Policies Policy Name Status  Processng o i Condiions Constraints
. Metwork Policies Nie: Secure Wireless Connections Enabled 1 ot
. i he setiings for this network policy
& RCceunting y Enabled 2 orfigure { . .
: ¥ condiions and constraints match the connecti est and the policy grant set fed
il Templates Management £} Cornections to Microsoft Routing and Remote Access server  Enabled 3 endfiens and oo e connection request and the policy grants access, seftings are appl
4

T Shared Secrets _EConnections to ciher access servers Enabled
d RADIUS Clients To send addiional aitriby RADIUS cl el RADIUS standard sttrib d
=1 0 send addtional attnbutes to US clients, select a US> stan dtribute, an
o Femote RADIUS Servers : then click Edt. I yous do not configure an attribute, f s not sent to RADIUS clents. See
[ IP Filters . your RADIUS client documentation for required attnbutes.
7] Wendor Specific

Routing and Remote Access

Settings:
RADIUS Attributes

' Multiink, and Bandwidth .
iz Nike Secure Wirsless Connections. & Allocation Prolocal (BAP) Aetrbutes:
Name Value
Condtions - ¥ the folowing conditions are met: ¥ (FFlecs [3 ppp
& Enciyption ramed-Fretocsl
. Ty i
Condiion Value Service-Type ramed
4y P Settings

NAS Port Type  Wireless - Other OR Wireless - IEEE 80211
Windows Groups  SELAB\Domain Users

= R

Settings - Then the following settings are applied:

Setting Value

Authentication Method EAP OR MSCHAP v1 OR MSCHAP

Access Pemission Grant Accsss Cancel o
Framed-Protocol PP

Senvice Type Framed

ignore User Dialin Properties True

Bxtensible Authentication Protocol Methad Microsoft: Protected EAP (PEAP)

Extensible Authantication Protacol Configuration  Configured




e From the Access Type drop-down list, select “802.1x”

¢ Click on attribute Tunnel-Pvt-Group-ID in the Attributes window

¢ This will use the tunnel group ID RADIUS standard attribute to assign Nile segment name to
policy members.

=rtions Properties

| Owverview Conditions Constraints Settngs

Configure | — T
¥ condiiog Add Standard RADIUS Attnbute W

Settings. | To add an atibute o the seftings, select the atiibute. and then click Add.

RADIL

To add a custom or predefined Vendor Specific atinbute, close this dialog and select Vendor Speciiic, and then click d
Add.

'ﬁ'" ktnhl I.EI: v
T Pl | Name ”
D Em | Tunnet-Password

Tunnet-Pa-Group-ID

Spacifies the Group |D for a tunneled session,

0K Cancel Apply

¢ In Attribute Information, click the String radio button
e Enter the segment name into the value field for the attribute. The segment name is case
sensitive.



Mile Secure Wireless Lonnections Froperties *
Overview Condiions Congtraints Settings

Add Standard RADIUS Attnbute X

To add an attrt Attnbute |nformation Attribute Information o
To add a custo
Add. Aftribute name: Atribete name:
Turmnel-Put-Group-D Tunned-Pvi-Group- 1D
7| Vet Access type: s
ute number:
Routi |H}111 81 & ?Im number;
A | Mt fomat:
Pl
? Name Altribute values:
O Ent | Tunned-Passy
Turgmbtes
r.Ségment
“Name "case-
Tl.ln':ld'ln.'ll: T —ii ,
sancitival
</'sensitive
Description: ‘
Specifies the G

OK  Cancel | Apghy

¢ Click on the OK button, to add TunnelOPvt-Group-ID attribute



Mile Secure Wireless Connechions Properhies

Add Standard RADIUS Attnbute

To add an st Attribute Information =
To add a custo d then click
Add. Mtribute name:
Turmnel-Pvt-Group-D
Access type:
| 802 1x ;ﬂlirl:ue rumiber:
} ) Attribute fomat-
m. Dﬁﬂm
N
Tm o Atribute vahues:
unned-Fassy
Tunnel-Prefieq [| Vendor Value ILI
Tunned-Pyvi-G| §§ RADIUS Standard ND_Contractor Edit
Tunnel-Serve
Tinnel-Sene Remove
Tunned-Type
€ Move Up >
Description: Move Down
Specifias the
) e |
Add Close
' |
OK | Cancel

e Click the Close button




Mile Secure Wireless Lonnechions Properties

Owverview Condiions Constraints  Settings

Configure )
¥ condiiod Add Standard RADIUS Attribute

Settings: | To add an attribute to the settings, select the attribute, and then click Add.
RADIL

Add.

7 Vet Accesstype:
Houti |ﬂ'|-1'|'111It o

dtd I
Alld  pgtibates:

To add & custom or predefined Vendar Specific atiribute, close this dialog and select Vendor Specic, and then click i

_f P Marmie

O Em | Tunned-Password
* P Tunned-Preference
Tunne-Pui-Group-I0
Tunnel-Server-Auth-1D
Tunned-Server-Endpt
Tunnel-Type

<

Description:
Specifies the Group |0 for a tunneled session.

¢ Verify RADIUS standard attributes.
e Click the OK button

OK



Mile Secure Wireless Connections Properties X

Overview Conditions Constraints  Settings

Configure the settings for this network policy.
F conditions and constraints match the connection request and the policy grants access, settings are applied.

Settings:.
RADIUS Attribatos To send addtional attibutes to RADIUS clients, select 3 RADIUS standand sttribute, and

b Standard then click Edt. If you do not corfigure an aftibute, it is not sent to RADIUS dients. See
your RADIUS client documentation for required attributes.

| Wendor Specific

Houting and A emote Access
tulblink, znd Bandwidth
% Allocation Pictocol [BAP) Atrbutes:
W IP Fiters Mame
. Framed-Protocol
O Encryption Service-Type
oy |P Settings Tunnel-Pvt-Group-D

) o |

¢ Verify sign-in info and IP address. IP needs to be from segment subnet rang (in our example
192.168.116.0/26 for ND_Contractor)




Network & internet > Wi-Fi > 1-SE-HQ-TLS

Your device is discoverable on the network. Select this if you need file sharing or use apps that communicate over this network. You
should know and trust the people and devices on the netwark.

Configure firewall and security settings

Metered connection ®
Some apps might work differently to reduce data usage when you're connected to this network e
Set a data limit to help control data usage on this network

Random hardware addresses

Help protect your privacy by making it harder for people to track your device location when you connect to Off -
this network. The setting takes effect the next time you connect to this network

IP assignment; Automatic (DHCP) Edit
DMS server assignment: Automatic (DHCP) Edit
SSID: 1-5E-HQ-TLS Copy
Protocol: Wi-Fi 6 (B02Z.11ax)

Security type: WPA2-Enterprise

Manufacturer: Intel Corporation

Description: Intel(R) Wi-Fi 6 AX200 160MHz

Driver version: 22.200.0.6

Type of sign-in info: Microsoft: Protected EAP (PEAP)

Network band: 5 GHz

Metwork channel: 128

Link speed (Receive/Transmit): 574/488 (Mbps)

Link:local IPVE addess: o8OI T cactd1on.9024%!1

IPv4 address: 192.168.116.2
S—
IPvd DNS servers: 8.8.8.8 (Unencrypted)
1.1.1.1 {(Unencrypted)
Physical address (MAC): 38-FC-98-00-FD-8E

Note: NPS is a Microsoft Windows service. Adding or changing configs might require restarting the
service. To restart, in the Console, navigate to NPS (Local), right-click on NPS (local), select Stops
NPS Service to stop NPS and then select Start NPS Service.
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