Comprehensive Data Collection

Data is the fuel required to start automating
traditional lifecycle management, and it is the
secret ingredient that extracts intelligence out

of the network. Nile Service Blocks are purpose
designed to help convert enterprise networks

into a collection of data sets to automate its
operations. Nile Service Blocks make it possible to
create an integrated data model across all aspects
of the enterprise network deployments in the Nile

Services Cloud.

This includes continuous collection of telemetry
data from all types of network elements within
the core of the infrastructure, environmental data
from external IT infrastructure components, and
contextual data from users, devices, applications

and associated network services.

Here are the unique capabilities of the Nile Service
Block when it comes to enabling comprehensive

data collection:

Physical sensors and dedicated AP radio to
enable continuous and on-demand testing

Virtual sensors in every network element to

augment continuous testing

User and loT experience as "sensors” to

augment data collection

Deep instrumentation to collect metrics,

events and logs from every network element

Wi-Fi air quality data across every RF link,
and across sensors and APs

Environmental data: power/voltage

fluctuations, cabling issues, RF interference

Latency and availability data for RADIUS,
DHCP, DNS network services

Latency and availability data for popular
enterprise and internet applications
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Recap: Nile Service Blocks

Acting as the foundation of the Nile Access Service,
Nile Service Blocks make it possible to extend cloud
delivery principles to the enterprise edge for wired and
wireless network deployments. With a deterministic
system design, they make it possible to drive closed
loop automation for traditionally manual network
operations via the Nile Services Cloud.

Elimination of traditional policy management
constructs with VLANs and static ACLs and its unique
capability to integrate L3-only policy enforcement,
extends zero trust networking principles to the
enterprise campus and branch. This radically simplifies
policy provisioning for IT admins utilizing Nile Al
applications.

By avoiding “snowflake” deployments - different
network element level configurations, software
releases, installation best practices, etc - for wired

and wireless networks, it makes it possible to collect

“clean” data from the infrastructure and act as the fuel
for model- and data-centric Al functions that are an

essential part of the Nile Services Cloud.

With the Nile Service Blocks, we are changing the way
we think about enterprise network design, installation,

security, and ongoing operations.

Enabling real-time observability and continuous
optimization for the Nile Service Blocks deployed
within campus & branch IT infrastructure

Customers of the Nile Access Service, across different
enterprise campus and branch locations, are not using
one product here, and another one there. Acting as
tenants of a single service, all components of their
enterprise networks have completely transitioned over
to Nile.

Innovating with Hardware & Software is
- Incorporate Operations Into the Technology

Traditionally, hardware and
software innovation came at the
expense of, or without caring for,
operational burden to IT
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Nile Services Cloud: Driving Closed Loop Automation with Al

This single and integrated solution Nile Services Cloud utilizes comprehensive set of data

deployment across all our customer tenants sources across hardware installation, software status

gives Nile a great amount of data points to
be able to validate layers of our technology
architecture. It allows the creation of the
Nile Services Cloud that is powered by an
integrated data model to “shift left” and
integrate traditionally manual network
operations from day -1to day N into our
technology architecture.

With Nile Services Cloud, hardware
and software innovation within the
Nile Service Block for secure wired and
wireless connectivity does not come at
the expense of operational burden for
enterprise IT teams.

The multi-tenant data store is built within
the Nile Service Cloud with the capability
of handling volume, variety and velocity
of data from different data sources. This
comprehensive data collection enables

a variety of closed loop automation

capabilities, going beyond Al generated

summaries of network management reports.

The goal with closed loop automation driven
by the Nile Services Cloud is to completely
eliminate manual tasks for IT admins - and

not just summarize their task list.

and lifecycle management services:

Design data: Floorplans, building materials, and attenuation
modeling

Build data: Network closet locations and specifications of the
physical space

Install data: Fulfillment logs and photos from the pre- and
post-installation

Telemetry data: Real-time data collection from the Nile
Service Block

Management data: Granular network telemetry via physical/
virtual sensors

Consumption data: User profiles, device fingerprints, and
application patterns

Data stores within the Nile Services Cloud include:

Relational data store that stores management information

Metric data store that stores telemetry data from network
elements

Event data store that stores events from network elements
Log data store that stores raw logs from network elements

Raw data store that stores other types of data - text, images,
audio and video.

This scalable data structure enables various analytics

capabilities:

Streaming analytics that process streaming data in real time

Batch analytics that process data at rest and provide
descriptive statistics

Al/ML models that continuously learn from data to recognize
patterns

By unifying disparate data sources into a scalable analytics

engine, Nile gains comprehensive insight into network state and

user needs.
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The integrated data model transforms reactive
network management from reactive to closed loop
automation.

It boosts network availability by using Al models

to detect anomalies like cabling errors and power
fluctuations in real-time. It automatically reroutes
traffic around issues to maintain uptime. For optimal
performance, Nile Services Cloud continuously adapts
Wi-Fi parameters to align with user experience needs.
To strengthen security, the system profiles network
behavior to isolate and block malicious traffic.

By infusing its network service with Al, Nile also
achieves new levels of operational efficiency.

Its automated design capability leverages Al to
optimize access point placement based on signal
requirements, building layouts, and application needs.
For installation, Nile detects issues like suboptimal

mounting to ensure flawless deployment quality.

The system accelerates root cause analysis by
constructing a topological understanding of network

dependencies. This allows it to suppress downstream
effects and pinpoint true root causes while reducing
alert noise. Al-powered software upgrades minimize
disruption by automatically rerouting traffic and rolling
back in case of adverse effects.

In summary, with an integrated data model within
the Nile Services Cloud, Nile Al optimizes network
availability, performance, security, and operations
via autonomous real-time optimization, behavioral

analysis, topology mapping, and predictive intelligence.

Nile Services Cloud elevates enterprise networks
from static plumbing to intelligent and adaptive
infrastructures.

Powered by its integrated data model, here are the
market defining and unique capabilities of the Nile
Services Cloud.

Driving Unique Innovations for Al Networking with an Integrated Data Model

=
La
DIGITAL
TWIN

Virtual replica
of the Nile
Service Block

DESIGN
PIPELINE

Orchestrated site
survey, design and
install
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Design Pipeline:
Orchestrated site survey, design and install

Nile’s design pipeline fully automates planning, designing and installing of Nile Service Blocks.

It’s unique capabilities as part of the Nile Services Cloud include:
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Automate network site Auto-generate bill of Installer mobile app with One touch activation Eliminate poor installs by
survey and planning materials (BOM), network automated work orders of the Nile Wi-Fi access automatically validating
given user, devices and topology and installation for service delivery points, switches and against topology & design
app requirements work orders partners physical sensors
Digital Twin:

Virtual replica of the service block

Digital twin faithfully replicates the physical topology of the Nile Service Block and helps

track service quality against coverage, capacity and/or availability performance guarantees.

It’s unique capabilities as part of the Nile Services Cloud include:
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Simplified full stack High fidelity virtual Automated comparison Automated insights on Automated
system orchestration representation of the of the network snapshot overall network health troubleshooting in case
instead of traditional deployed network to its ideal design state and individual network of network related or
manual configuration architecture elements external issues

Defense Hub:

Virtual replica of the service block

Defense Hub enables edge to cloud zero trust security for the Nile Service Block.

It’s unique capabilities as part of the Nile Services Cloud include:
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802.1x auth for users, Dynamic policy Bring Your Own Key Wireless IDS that's always CSA Star Level One, ISO
SS0 auth for BYOD, and orchestration per user / (BYOK): Encrypt your on, taking advantage of 27001, and SOC Type ll
dynamic device profiling device and with external datain the Nile cloud with dedicated radios on the certifications for security
for loT devices security systems your own keys Nile APs compliance
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Smart Agents:

Real-time data collection at high efficiency

Smart agents continuously monitor all aspects of the Nile Service Block, including network

element telemetry data, environmental conditions such as power, cabling status, etc. Smart agents

orchestrate this data collection via software and hardware sensors within the Nile Service Block, and

tackle post-processing within the Nile Services Cloud.

It’s unique capabilities as part of the Nile Services Cloud include:
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Orchestrate physical &
virtual sensors to test for
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availability
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Automatically adjust
testing scope based on
popular end user appsin
the network

Cognitive Decisions:

Automation to maintain best practices state
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Snapshots of network
state before-and-after
software upgrades &
security patches

Cognitive decisions analyzes the collected data using streaming analytics and Al/ML to proactively

detect deviations in system, user, device, and application status from baseline performance. It is

designed to make sure that a Nile Service Block can automatically maintain its best state at all times.

It’s unique capabilities as part of the Nile Services Cloud include:
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Streaming analytics to

process real-time data

for root cause analysis
and notifications
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Batch analytics that
process data at rest
and provide descriptive
system statistics
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Recap: Nile Services Cloud

Acting as the brains behind the Nile Access Service, Nile Services Cloud drives closed loop automation
for traditionally manual network operations. When reviewing the details behind the third layer of our
solution architecture, Nile Al applications, you will get to see clear examples of how Nile Services Cloud
utilizes model- and data-centric Al to integrate traditionally manual network operations within the
wired and wireless network tech stack.

Thanks to the deterministic system design and comprehensive data collection enabled across the Nile
Service Blocks, Nile Services Cloud moves enterprise networks beyond “cloud management portals”.
Powered by its integrated data model, instead of relying on cloud just for the sake of easing network
management, it acts as the secret ingredient in enabling cloud-like service delivery at the enterprise
edge, across campus and branch networks.

Nile Al Applications: Radically Simplified Lifecycle Management

Providing full visibility and control to IT admins while completely automating and offloading
traditionally manual network operations.

Today, Nile Access Service is now serving millions of square feet of space across the Nile customer
base. This translates to meta data collected from billions of user sessions, across millions of devices,

and thousands of end user applications.

Shared Visibility and Control With

For IT teams and end users For Nile's customer success and
to monitor service outcomes and production engineering teams
securely onboard user & loT devices to offload network operations
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This metadata is “clean” thanks to the deterministic system design
across Nile Service Block deployments, and ready to power automated
workflows across the edge infrastructure. Within the Nile Services
Cloud, an integrated data model is formed thanks to comprehensive data
collection, labeling, and analysis. Digital twins of the Nile Access Service
deployments come to life within the Nile Services Cloud, with Nile Al
Applications providing the visual interfaces to gain visibility and control.

As of today, Nile Al Applications come in two categories highlighted
below. These apps radically improve how easy and how fast system
installers, IT admins, end users, and Nile's customer success and

production engineering teams interact with the Nile Access Service.

Similar to how ChatGPT takes advantage of the OpenAl cloud and data

models to create a radically simple human interface to its generative Al
capabilities, these apps are crafted on top of the Nile Services Cloud to
drive business and IT outcomes for Nile customer environments.
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Nile Copilot for IT admins

Nile Copilot enables IT administrators to orchestrate their Nile Service Block, and gain visibility and
control. It offers the industry’s first intent based provisioning of an enterprise network with one touch

installation and system-wide orchestration of desired setup in a few clicks.

Orchestrate Your Nile Network with the Nile Copilot for IT Admins

R
Radically simplified Embedded zero trust Full stack control and
provisioning security policies visibility
e Setup full stack wired and e Implement user and device e Monitoring for coverage,
wireless network in a few clicks authentication policies capacity, and availability SLAs
e Integrate with external IT e Approve or deny device access e Essential insights on system,
systems and network services to zero trust segments user, device and app health
* Provision network segments in e Provision rules and steps for e Device profiling data, real-time
L3 with zero trust isolation guest user authentication tests, wireless IDS and more

Nile Solution Architecture: Our Innovation Principles 23




Nile Copilot for End Users

With a personalized snapshot of the network status and performance, Nile Copilot also

provides end users the ability to validate their service quality and accomplish much more:

e Allow users to test the performance of their devices and popular enterprise apps

e Keep users informed about network, Internet and popular cloud app availability

* Enable users to self-diagnose the quality of their connectivity and compare with others
e Allow users to submit IT tickets with a snapshot of their location and test results

e Enable users to onboard loT devices and provide network access credentials for guests

Personalised View Into
Service Quality with the
Nile Copilot for Users

(7) SPEEDTEST
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Nile Autopilot

Taking advantage of the same integrated data model within the Nile Services Cloud,
Nile Autopilot is designed for Nile production engineering and customer success teams

to automate traditional enterprise network operations.

With Nile Autopilot, network operations center (NOC) functions are offloaded, enabling
IT teams to focus on critical IT initiatives that deliver higher ROl - compared to manual

workflows for network maintenance and troubleshooting.

Automate and Offload Network Operations with the Nile Autopilot

: ¥

Offload day -1/0 operations Offload day 1/N operations Offload system maintenance

e Automate network topology and e Validate installs in real-time given e Predict potential software issues
bill-of-material creation standardized system design with automated resolution

e Manage work orders to Nile e Automatically visualize current e Orchestrate software release
partners for on-premises install on-premises system install and security patch updates

e One touchinstall and cloud- e Drive root cause analysis with e Automate network moves/adds/
based activation of all elements automated support tickets changes and refresh
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Recap: Nile Al Applications

To see both Nile Copilot and Nile Autopilot applications in action, make sure to check

o
d

ut our on-demand webinar. Nile Discovered. In this webinar we run through a total of 8
emonstrations that cover the following use cases:

Nile Copilot to orchestrate wired and wireless network activation and setup

Nile Copilot to craft zero trust network segments for policy enforcement

Nile Copilot to gain complete visibility to user, device and app experiences

Nile Autopilot to enable deterministic design & install with closed loop automation

Nile Autopilot to enable predictive maintenance for wireless coverage issues

Nile Autopilot to enable predictive maintenance for wired link issues

Nile Autopilot to automatically detect and resolve software issues in network elements

Nile Autopilot to fully automate software upgrades across the Nile Access Service

Bringing the power of Nile Access Service to light, Nile Al Applications pack a punch in

its ability to drive outcomes across the enterprise wired and wireless network - while

providing radically simple and intuitive interfaces for IT admins, their end users and Nile

production engineering teams.

At the heart of their operation lies the power of the Nile Services Cloud, automating

traditionally manual network operations across the Nile Service Block installations.
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